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Who am | ?

Former Provider network engineer (@’95~’99)

& ISPDNetworkf T4
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Former network consultant (@’97~"01)
& NetworkiXalZDa ¥ )IL¥ v b
Former Server engineer (@’98~"10)
¢ Y — N—FiE

Former JINUG head of the secretariat
¢ INUG(Japan NetBSD Users Group) D JL S 55 fat%

Former Security service manager (@’07~’11)
¢ XY T4 - ADEHH
Former Cloud service manager (@’10~13)

¢ V99 RS I9v 74— —ECRADOEHE

Now Whole infrastructure engineer and consultant (@’13~)
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What is PCI/DSS?

¢ Payment Card Industry / Data Security Standards
¢ JLYy PA—FERADRX 2 T4 Rt
¢ The purpose (HHY)

¢ Handling the card holder data safety
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¢ The Formulator (Fif& 5 E #)
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PCI SSC (Security Standards Council)

.

Investors: The five international credit card brand. (VISA/Master/Amex/JCB/Discover)
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PCI/DSS and Credit Card(CC)

& PCI/DSS is the BEST ?
& [ think the answer is “NO”.

€ You must conform to it while providing a CC settlement service.

& Who must conform to PCI/DSS ?

o)

& Operators to exchange CC information via the Internet

& What is the CC Information ?

o)

¢ Account Informations

& C(Cardholder Data

¢ Primary Account Number(PAN), Cardholder name, Expiration Date, Service Code

o)

& Sensitive Authentication Data

¢ Full track data (magnetic-stripe data or equivalent on a chip), CAV2/CVC2/CVV?2/CID, PINs/PIN
blocks
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Requirement of PCI/DSS

Account Data

DR L Storage Render Stored Data Unreadable per
Permitted Requirement 3.4
Primary Account Number (PAN) Yes Yes
Cardholder Cardholder Name Yes No
Data Service Code Yes No
Expiration Date Yes No
. Full Track Data?® No Cannot store per Requirement 3.2
Sensitive
Authentication CAV2/CVC2/CVV2/CID* No Cannot store per Requirement 3.2
Data?
@ PIN/PIN Block® No Cannot store per Requirement 3.2

PCI Data Security Standard — High Level Overview

Build and Maintain a Secure 1. Install and maintain a ﬁrgwall configuration to protect cardholder data
Network and Systems Do no"t use vendor-supplied defaults for system passwords and other
security parameters
Pt Car LT s 3. Protect stored (?arfiholder data |
4. Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability 5. P“f)tt\z:t all systems against malware and regularly update anti-virus
Management Program SOTiware or programs
6. Develop and maintain secure systems and applications
7. Restrict access to cardholder data by business need to know
Implement Strong Access : .
8. Identify and authenticate access to system components
Control Measures _ )
9. Restrict physical access to cardholder data
Regularly Monitor and Test 10. Track and monitor all access to network resources and cardholder data
Networks 11. Regularly test security systems and processes
Maintain an Information
12. Maintain a policy that addresses information security for all personnel

Security Policy

From PCI/DSS 3.2
Requirements and Security Assessment Procedures
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http://www.openvas.org

What is Vuls?

¢ Overview
& The Vuls is a tool of
& pickup and organization
& of existing vulnerabilities (such like BUGs) in Applications

¢ running on some system

& then checking and matching published information like CVE/NVD/...

& And agent-less.

¢ OpenVAS(http://www.openvas.org) 1s in something a similar tool.

¢ System checking tool covering widely many platforms and for a long time.

¢ Can assess system vulnerability.

Need to install an agent.

€
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Vuls and PCI/DSS -Point-

& Vuls is useful in order to continue to maintain compliance with PCI/DSS

€ Requirement 6: Develop and maintain secure systems and applications

€

o
b 4
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6.1 Establish a process to identify security vulnerabilities. using reputable outside sources for securit
vulnerability information, and assign a risk ranking to newlv discovered security vulnerabilities.

6.2 Ensure that all system components and software are protected from known vulnerabilities by installing
applicable vendor- supplied security patches. Install critical security patches within one month of release.

6.6 For public-facing web applications, address new threats and vulnerabilities on an ongoing basis and ensure
these applications are protected against known attacks by either of the following methods

Pay attention to the following points

O
b 4
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7.1 Limit access to system components and cardholder data to only those individuals whose job requires such
access.

7.2 Establish an access control system(s) for systems components that restricts access based on a user’s need to
know, and is set to “deny all”” unless specifically allowed.

8.2 In addition to assigning a unique ID, ensure proper user-authentication management for non-consumer
users and administrators on all system components by employing at least one of the following methods to
authenticate all users

8.5 Do not use group, shared, or generic IDs, passwords, or other authentication methods as follows

8.6 Where other authentication mechanisms are used (for example, physical or logical security tokens, smart
cards, certificates, etc.), use of these mechanisms must be assigned as follows
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Summery of the point

¢ Requirement 6: Discover system vulnerabilities and fix them.

¢ Requirement 8: Has to be administrated by authorized members only.

o)

& Perform authentication, authorization, accounting correctly.

o)

¢ Itis the BASIC of measuring security.
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How to? -Preparation-

¢ Wording
& Target Node(TN) : Inspected node which provide services
& Target User(TU) : User account in TN which commands from Vuls
Vuls Node(VN) : The node which run Vuls
Vuls User(VU)  : User account in VN whom run Vuls
Admin User(AU) : User account which connect to VN

€ -€cC

“€c
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How to?

. Create TU on TN.

* TU must not be a Privileged user.

. TU on TN accept login only from VN with ssh.

* TN only use “RSA Authentication” to prevent password leaking.

. Create ssh “Secret key” on VN and put “Public key” on TN.

* Must not put ssh secret key on TN.

. On some OSs, TN needs Administrative Privileges.

* Administrative privileges should be assigned with sudo (or similar commands) only when needed.
* Restrict the commands to run with sudo to the minimum needed for Vuls.

. Raw datas which includes vulnerability informations are recorded on VN.

* The access to VN 1s restricted to AU with “Operational Authority”.

6. Only permitted users can read or write raw data outputted by Vuls
. Raw data Should not be modified.

. Record should be taken of the restricted users that created and published from Vuls
raw data.
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Conclusion

€ Vuls is easy and convenient.
€ Vuls(IfEE @R

€ Vuls can use a part of tools to maintain PCI/DSS Certificate.
€ PCI/DSSEH = I DEEEN—EBE LTHEZ

€ Be careful if vuls needs root privileges (ex. RHE/CentOS)
€ ROOtIERMMNEBILR TSV kT —LIFEFRELEZIEFES D)

€ Happy Vuls Life and PCI/DSS Certified system operation!
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