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Meltdown & Spectre *

¢ 2018FE1H3H. CPUDAEFEH T % Meltdown & Spectre N A S 1 3

¢ IEEIL Google Project ZERO (Google DEFIF — L)
¢ EOT7 A EERN TBIE

¢ CVE-2017-5715 : Spectre Variant 2 / Branch Target Injection
CVE-2017-5753 : Spectre Variant 1 / Bounds Check Bypass
CVE-2017-5754 : Meltdown / Rogue Data Cache Load
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¢ Meltdown

¢ Out of Order execution / Speculative Execution(x#/J31T7) Z3R&E L TWSIntel& 7O

Ly U —ICBENICEENH S

¢ 1995F DD TOt Yy —2TDED. Pentium PROLEDCPUNEEZ T 5 Ol HEE
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¢ Branch Prediction(7I&z % Hl) / Speculative Execution(# xR 1T) ZFEEL TWS O
Ty —ICBENICEEND D
¢ HADPipliningZ BT 3 IFZEXETDCPUTEENH S
¢ BRENETPrPATAIEESRERIEOEZGREE
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¢ ZOETEMEREIEZ. CPUD TOoOE; & TH&RI%m=ET) H

¢ IREERIEITICE L TlEER
¢ MeltdownxXJit/\y FZEAT D&, DNRDMHENLILT S

§ THETToTL. BEA,
¢ HRLEFENIERNIFEIEL RV
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¢ AVFTIANAAYFDREREET
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¢ Instruction Pipeline(dp /N1 751 V)
¢ BHOMTLZREICfetchL. BHOETIZ Y hzldICEEFS 5 ERER L
Fi&
& Out of Order Execution
¢ SERETVOCYTICEITSAI7OYI7HIED DT ERITRZIB LI LHDFE
¢ TOYSLHORIOLVIBIC & 5T WEFREEHDICONT, BREA -
RIT T SE8%, XHEEE U TIn OrderE1TH'% %

¢ Speculative Execution(¥%Z1rI3E1T)

¢ MHEEREIEO—E, FESNTVWBINEBZITONE SN ZEESEDRIICTE
SWIBZ 1TV, MIBRFEZEC, KD DICHEER (N1 7514 071E) ICRH
NN R N VA=Y AN A

¢ PreFetch(Filesystem/memory) ¥ 73l HI(CPU). Z#ERRVIL1TEH1E(DB) THI A
SN EHNZL
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Instruction Pipeline ‘

¢ Instruction Pipeline(LL FIP)IE. s RAIL—7 v hZ A LS EDERETERED
O&ED

¢ IPEHE7OtyvHd. s DNIEBICH-> T ik Tz U TETTE
5T, [cnEld 5,

¢ DEIENBIEZLIE L TEEDOUEREZ KIRICERIT 5
¢ fnpfetch(IF). dn4sDecode(ID). Execute(EX). LI XY ZA ~/I\w P

Clock cycle

(WB)/& ED K S ICNERIE Z Ml Mb T 5 0 123 45 6 7 8
Waiting
E X 7':){\ 4 Eﬁ/ N1 514 @1&”() instructions
LnehHlMMEEs TR TS DD . r‘zw: - <
bb\% o §.< Stage 3: Execute . .
Stage 4: Write-back - . .
EEN
.Complej-ted . .
WikiPediaot D instructions .
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In OrdersE{T&0ut of Order=E1T ‘
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In Order

Mmoo TVF

ARZT VRN (7—7F) %
FETIZ v hADE|Y
E1T

- IRDCPUTIE.

« INAM T SA UDZERIC

- CPUR®D/NA o4 v TR WD,

CPUAX v v Y a<<XEY—RAT—F<<1/0DEZ S ICH
%7 —% (DiskT°’Network’: &)

DIEICT — 4% Z(FED BFEAEZLUCIEINT %
ICBNIER2EE,. BRABNATF1Y

ZIESTBWT EHNREITR S,

WIBTEDHD
MHSNIET B E LD DHOut Of OrderEIT D AT
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molc/\y 77TV Y —%&ZEY
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IREHIETT ‘

§ MEDCPUIZ., MHREM ED=DIc. ZERINA To4 VB EE IR

¢ 7O T0IE TEEDIED )

b RUNIKIE. REYBTOREENND ETHEEERETEREL
¢ IRHE, O00ETITEHIENTEY, FEMNIBEZ. BREEINEL S

¢ IRHEEETIE. HIMERZBEDEITEREICED W THEITTHEI(Branch
Prediction) 322 & T, EEXENICRITESNBAAEEIESVWADUIEZEICETL
THLLZE, BR. FTHHEE > TWHER., X TOHERZETTPHEL,

¢ |mRYRITIE. RERERTO—ETHD., "MHDERERIT) U, FEFDBFIE
DiERZH THRAT HHERZERDZDFE
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Side Channel Attack &Flush+Reload Attac*

¢ Side Channel Attack
¢ BEEbtESnteT—%9 (&) = (B#E
) YT —FZNIB UL TWBRIC

THEET BDHEFE

¢ LEEEH%FEﬁ@ E\/\\ /ﬁ% j]@ E\/\\ %EXX/&'@ E\:\fdtb\ﬁ%

T—HICTIEART I, tHOTOERGE
RETHYENBRRZHNITSI &ICK S

¢ Flush+Reload Attack
¢ v vaXEY—ZFHMHLTSide Channel AttackD—%

¢ YHAML. IREWD., ExZHAT S
¢ Cache Region (781%) ZPurge (#]Hi1t)

[TLEY

¢ MELRBRZSFTHAH. CachelcHES
& On cache & Not on cacheDFEMDCache®LookupEE Z= % F|FH UL TETT
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Spectre FiE(Variant 1)

FFﬁEEd) & % ] I\\‘ 0)15“ 1. 000 Executionlc & > TUT D 2 D DN H M (5

TN 5
A. len%Zload
char a[100]; — (x < len) % ST
int len = 100; N
B. a[x]%Zload

void foo(x) {

int ret = |;
if (x<len) { +«(A)
ret = probe[ a[x] * PAGE_SIZE ]; «(B) 2. 22T, foo(1000)Z M3 & ...

— probe[a[x]*PAGE_SIZE] % load
— ret(c probe[...]Z A k77

} ¢ MNBMELEITT S
return ret; A. len%Zload
} B. a[x]z....

- ¢ ATHIRTFRIRBZRET 5
a[x] (& an’N/\o K BY(Z Z TlEchar’adD T1byte) DECF R D T,

N THEZNZ 7 RLR A. FHE U 72#E R, Falselc 2%
DEEZO—RNULEHD B. retlCprobel...]%= X k77 H
2T x=(z-a)N EBExERRE, PRLAzDEESHSHET 3. ANADKT U, MNBORITHERIFETS
A—REEENICRTTES ¢ SHEIICIEFAAA TV WL T Da[1000]h3probel...]h

< = — NS
728, PAGE_SIZElZCache line®H 1 Xk D AZ FriEE W SETTRIRE
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Variant 1%#IM U Flush+Reload AttacR

¢ TEHIEFAM?

¢ fooDS|HMEEICL>T. WEWRTOCAN TV L AAREREEDAXAE) — %55
HALES

¢ kermnelNTEITI B ENTENIE. kernelAD AT —HFEAHE S
¢ MIBDRN
1. #JHB1E: probe[|z#EA{L L. cachez 2V U 79 %
23 {o0() 2 AE S EOE LT, X ODIEFE%EZTRUEICT 3
REN: foo()Z 1T, iIXDRIEFHZRMESE., T—4% Zprobe[]lICikEEHT
1B 7TT: probe[| NDEHR=EITTIT
¢ IRENRBRWERE

¢ WENRNAFTVIC (TREFEITIIENERKLE) I—RZFABLT. BOAEE
CHAEDLETHETSZ — RICFGHEHAE

> W b
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Variant 2= *

¢ Variant 1TlE. FHFRIRZFE L TEREETS B
¢ NL—ZVJSEZDREFHAKDHA T, JumpElEFHRESNTWNDS
¢ Variant 2C(d. Indirect Branchin ©Zf|FHd %
¢ Indirect Branch = E{TEC ) TIumpiecHHIEE T 5
¢ C/IC++DiHFH. BEIRNA V¥ PRIEEKITEVOEH UEHIZY

¢ Indirect BranchTHBEDEREICED WIREBETHA T 5D =FHUL.
JumpfED I— N DEEETZ5| R U, Flash/Reload TZEALIRH T 5

§ JumpEkZEDHDZEIL—ZVIJITES
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Variant 2 - In Process (1) - *

Core Code(C/Assembler) s indirect_call
¢ JumpZcD 7 KL ADMEINS fciR1 >

indirect_call:

MoV rax,rcx y—% I’CXT‘% [TEX %
mov rcx,rdx Prepar!ng | st Parameter ¢ jumpEDIRIT K L X Zclflash
mov rdx,r8  ;Preparing 2nd Parameter
clflash [rax] ¢ BEERITORMEERSE
| _
E:t [rax] ¢ callTindirect jumpZz 21T

¢ do_nothing: A6 L 7 LY
void do_nothing(uint8 t*, uint8 t*) {}

touch_and_break

€

BENER_snd_bresic ¥ MEIT S €1 L\
movxz eax, byte [rcx]
shl rax, Och ¢ flash/reloadDLiAHZT B
mov al,byte [rax+rdx] o

¢ systemcall’z 1T

¢ TEICMEUHT &, systemcall DERTE
ZAH UL TWER Wz, FINADREET
z

sysenter

i #: https://qiita.com/msmania/items/eabé | 240f8b4f7 | b0 | 77#spectre-variant-2-

branch-target-injection-cve-2017-5715
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Variant 2 - In Process (2) -

PoC

uint8 t train_and attack[6] = {};
train_and_attack[5] = I;

for (auto x : train_and_attack) {

*reinterpret_cast<uint8 t*> (touch_and break)
= x ? original _prologue : Oxc3;

target proc =
x ! do_nothing : touch _and break;

indirect_call( call destination, target_address,
probe );

HH B8 https://qiita.com/msmania/items/eab6 | 240f8b4f7 | b0 | 77#spectre-variant-2-branch-target-
injection-cve-2017-5715

16

¢ FEEed—KRZzFABAL. bL—Z=27
(BEEE) ZREI 5
¢ Indirect_callD5E—35|#(C
touch_and_break®D 7 KL XM A - fe 7R
1V ET
¢ f=f= L. BffilCtouch_and_break’ I
3\ & KE Dsysenter TProcesshCrash

N6y

¢ FDi=6. touch _and breakDILEEIC
rettn s (0xc3) =12 H T, FF(En=SED
BEA#EMNRTIDLDICT S

¢ RN&
¢ touch_and breakDicEEZJCICR S
¢ indirect_call® % —5|%#Tdo_nothing® 77

RLADNASTcRA VT =2 BT
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Variant 2 - Inter Process (1) -

¢ Variant 20'EICRADGDIE. BI7AOCXICEHENTDIIENTESD L

¢

©}
. 4

CPUA . Indirect Branchx &2 L T\L\%Branch Predictor®’ 7O X CHEt =N TWLWAR W&
¢ EPEMNSHAIESNTW AT 7 Tlddh s
CDT7ATT7=EFBLT. PL—ZV T ERBEZN IO ATEITTES

¢ IS EBTcHDEREH (GPZOFHEX K D)

L

&

8

JumpEDAETY —R—IPNETRRETH D &
TOCAETHEINDEY2—IILOAEY —EEIFEDOTOEAMNS ThclflashFIEETH S
JumpBEDEE (L., JumpToiREB7 KLADEEY b TTIEAEL ) —EO T EY RAFIEEINS

Branch PredictoriZJumpfcDIRE7Z KL RXICEB T 5N, o d—K - PEBPZRKLX - 7OEXIDIEFERE LA
L)

Branch Predictorld CPUOZETHIZULTED, NL—ZV PV IEERZAT7ICIERFEZ S Z 170
¢ BL. HEBETTOEERTIE. CPUID 7 ENA TOMILI TIX/ < Hyper Thread BB\ TOMII TH D AREMES H B

WindowslcEWT, O— RN ENETAEEETY 2 —I/L(EXE/DLL)IE. EEXMIC MEHOTOLEX; hoHFS
n. "HBEOREFZRNLZX) DFIBEIND

CDERFREFR>XZICEULWDT, HEICVariant 2THET S I & [FH L LY
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Variant 2 - Inter Process (2) - ‘

WX LB &
1. BEDPIEETRIC "TABISEZFHETES) LYY —DFEET ZHEMZERN
¢ WEBEENMASHDT —FZANTEDIREND D, THE> THRT
2. HIEIAJREZR L Y XY —ZfE S EEEDEFTZFlash/Reload TZE % 1— N ZHBDLLDETT
A[RETRIE DY S ER T (LA T gadget)

¢ THRO>TREDIFBUHRV., #@X Tl ntdil.diZEF AL TWSEE
3. WEDRETT
3.1.1X: ProbefEiE Dclflush
3.2.%: gadget\D AKX Z{TS> LK DIC N L—=2 T FEIT
33 MMBT/OEANRFLTVWSIHESRBEROF Y2 s U7
3.4.1%: gadget\DEIES D ET
3.5.3: ProbeTEIZ DIFEXR

3.3L3A4DIA IV T ZEDPEBILIIEMTHD. ThHTESHDH V2 IHDTE
- D&ED, FEICHBZRINSESIEHELL
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Meltdown #1208 ‘

¢ [EREDIRA

¢ RENETICEVWT, ZOBRZHRLTVLEL, D, KernelXEY—RHICH D "B
Br—5, & "BfFET—5) ZXFILTVEL

¢ COWER. BEEHS 7OV TLNKEETICEWT EDZRWI—KN; ZHAWT
Kernel X EY —ICF I ERT B ENTREICH D

¢ BEEDOSICHWTIE. VM(Virtual Memory « vita machine) Z FJFA LT, £ 701X
DAE)—ZHEZEELTWND
¢ 270t XDVMZERICEPM(Physical Memory)ZBE L TWL\ 3
¢ ERODOEML. RO
¢ [>T, OSIFUTOHKNZ 7OERICK UTERIRITFNIERS L
¢ Process(Proc)h5ProcicE|D HTENTEXEY —ZEFANDTFIEZA — A
¢ Proch SKernelZEND7 7R — ZHiE
¢ Syscall’Zft LIcProch SKemelZBEAD 772X — B
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Meltdown F& *

o . 1. AEERIC AT D20 DR A AFNETI NS
Fnﬁﬁga)ﬁ % :| o l\ 0)19“ A. pNDTF I AERF T v
— EERLSBOETHEREZE TS

B. (*p)%load
— probe[ (*p) * PAGE_SIZE ]*%Z load

2. MNBOEICTETI 5

char *p = SOME_KERNEL_ADDRESS; A pANDT7 T EAERT v 7 H

char *probe[ 256 * PAGE_SIZE ]; B. (*p)%load
— probe[ (*p) * PAGE_SIZE ]%Zload

3. MNADMRT

A. ERERHHIEA
- BORTIHRRZIETS
— BIANFEE

B. ADETF5
4. FRIEBMIC F A A TWRWIE T D (*p) = probe]H
58T Al

Do Not Use = probe[ (*p) * PAGE_SIZE J;
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Meltdown%#IF L 7=Flush+Reload Attack‘

¢ Main Routine
1. SIGSEGV®Signal Handlerz &#x9 %

2. setiump()o EERRFIFAIEIN, longjump()ic & B1E IR IFALIESA
3. FJEA1L: probe[]=#HA{L L. cachezx 7V 79 %
4. 1REX: SIGSEGVHE4E
5. BT
SIGSEGV Handler
¢ longjump() CMain Routine D ALIE2 [ 7.3

¢ IBENBKERE
¢ WEBEWRIVATLADS—RI—T—ERTTOLAZETTENIEOK
¢ IROYBEBATY —EFHEED — T7CILORET - #OI—HF—DXEY—
¢ ContainerELVYPVILFTFYMI—ERAVATFTALIREATHELSTINA

€
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Y% : Meltdown

¢ Kernel Page Table Isolation(KPTI)
¢ Isolation: 7B - Pt

¢ KPTI & I&...
¢ 7OLEAD7 KL RZEMFEIC kernel memoryz N v 7 U 7R L

¢ Linux 4.15ICEXDIAE N, BiEDistrolcBack port& 117z
¢ OpenBSD/FreeBSDICHEUD AT LT
¢ NetBSD(ECurrentiC (FEXD A F N T W B hReleaseld & 1 DR
¢ kernelXEY—DHI Y TSNBVDT, b L5H7E0
¢ BEIIYYTEINQWH, syscall M FEITEIN S &, syscallsc Tmapd %
¢ PCIDIC & 5KPTID#EHM

¢ PCID(Process Context IDentifier)
¢ SandyBridgeh*5:EH0...Haswell AT DCPUIC IZINVPCIDAR B AR WD TR ICILTZ 7R
LY
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X5 : Spectre *

AT

¢ Variant 1\NDXI3
¢ Linux: eBPFZE3N{b9 570 E
¢ CompilerLNJLTOXER (BRIIRERF v I Z2IBDIADRE)

AT

Variant 2\ DX 5
¢ DIEFRIDEM>RKERERELLE/EDS
¢ Retpoline: BEJumpii S 2 E =X . BESIKLEZ FHFIEIT S

¢ Intel Processoric Wi, #FE DOEZEJumpE BEFOCHUNSDERED TOM
By 7T DIEFRNY T PREBRBZIEZFIBT S

¢ BEOEBEJUmpinTSZ., BRI VOHULERT YT DRDFTDEZTHRZICEK -
TERIEL., Dl FRIEZERLU TRIEERITZ1ESD S

“€C
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YR : Tldk. Intelld ?

¢ TEDHDHCPUICK L. Microcode update= I2fit 9 % & HK
¢ BH. —3CPUIEXRERF LRV EFHESK

€

Microcode update & (& 7
¢ HTEHRDCPUICK I % Update
¢ %< IBIOSZEEH L TCPUICHT =1 MicrocodeZ 3k D 3AES

¢ AZEMLID?
¢ Variant 235D A

¢ IBRS Indirect Branch Restricted Specuration
¢ BEIIEGDORKEETETSKERIC. IBRSHIMMICtEY NS BRIODIEFA/Ny 7 7 DFEREFAB LW
K3IC9T D (KernelZE—UserZEEEBIFICOICT %)

¢ STIBP Single Thread Indirect Branch Predictors
¢ (—EBDCPUICH T B) Hyper-ThreadingiRIE TD. FHECPURE TORIEFRI/NY 7 7 DHBZ P H S

¢ |BPB Indirect Branch Predictor Barrier
¢ NIRFH/NY T 72 7O€CARPVMOYIDEBEZIRLREICTTvIa U, DIRFTHOREZYERLT S
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KPTIDE &

KPTI %% L

KPTI %D

PCIDZ A WKPTIEM

User — kernel AND&E#® : syscallE{ThRa L

R—=I 7= ZDEZEWN

R=I 7= ZTDEZS

R=I 7= ZTDEZS

TLBIZZZv > a Ligu

TLBIE7Zv2219%

TLBIEZZ7 2w a LW

Context Switch

R=IF7—TINZTDEZZ

R=IF7—TNNZTDEZZ

R=—IT—T)I=YDEZS

TLBIZZZv > a Ligu

TLBIE7Zv2219%

TLBIEZZ7 2wy a L&

kernel — User ADZE#

R—=I 7= ZOEZ W

R=IF7—=TI =D EZS

R=I 7= =D EZS

CSU7c5UserZ@DTLBZ 7 v ¥ a

CSULELETLBZT7Zv>a

CSLEstIDEZOZ7O0EAHTLB
7ova

CS: Context Switch

TLB: Translation Lookaside Buffer : CPUNMRIE7 KL X &R 7 KL X Z Xt (map) S B2 BHRZz —RNICRE L TE < /NNy T 7

25
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€C

€

ErESHE

<

Page TabletV] D & Z &1 = vmstatic &[5 sys HEIN
TLB7 2w 21100 =TLB= RIE0

¢ UserZZ[E TRE UGS user HMENN. kernelZZfE THRAL o
FDMEEL DEMEERITICHNSD IR M =sys K&
—EDILIEC £ % CachelE FHEHEIN = Cache missEN
¢ UserZB[E THA U IHFS user HMENN. kemelZZE TREL 235

"J

Intelic K. T U WCPUITE EB2EA & LY,
¢ TH. FNIFESEZS5H 5,

26
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mBIntel DHEFR

¢ Meltdown : Rogue Data Cache Load DR E
¢ I—HYE-—REX—NNATFE-—RDOR—IBEZDF. DEIT DI ETHRRTES, F9
§ VINIITICKBDEBENBEE WD Z & =Page Table Isolation
& Spectre Variant 1: Bound check Bypass Df#iR A%
¢ EARWICEFY 7Nz T7ICELBERENEEFNTWVWEDH KD,

ERRICT IR %Z{To>TUEIWTEHEWY =T VX DWTIE. FENSEfS S Z{E > THRMICXTED 77 & AD[EHA
ZTW, IN\N—KROxz 77U T7xvF%=HEL

€

§ Spectre Variant 2: Branch Target Injection D &R A
§ TOLYHEVRTLYTRI T PORBIRHLWVA VY T T —REHAD. 50U,
¢ Indirect Branch Restricted Speculation (IBRS): E#E 2K D&REEIT = HIR T %,

Single Thread Indirect Branch Predictors(STIBP): E# 2 Ik DIXERNZITIE. 1DDAL Y ROANETTES
K2 ICHIFIT %o

¢ Indirect Branch Predictor Barrier(IBPB): BidD 707 5 LADZEEIN, BEAIRODIEFAICFELBWKLSICT
%,

EJ BIc. CPUDEEILFEZHIRIT S LICKEDI=1FGEILELES

~€c
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http://d.hatena.ne.jp/keyword/Rogue
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Meltdown fix committed by guenther@

Contributed by Paul 'WEIRD' de Weerd on 2018-02-21 from the so-hot-of-the-press-it-melts-your-cpu dept.

Meltdown mitigation is coming to OpenBSD. Philip Guenther (guenthere) has just committed a diff that implements a
new mitigation technique to OpenBSD: Separation of page tables for kernel and userland. This fixes the Meltdown
problems that affect most CPUs from Intel. Both Philip and Mike Larkin (m1arkine) spent a lot of time implementing
this solution, talking to various people from other projects on best approaches.

In the commit message, Philip briefly describes the implementation:

Meltdown: implement user/kernel page table separation.

On Intel CPUs which speculate past user/supervisor page permission checks,
use a separate page table for userspace with only the minimum of kernel code
and data required for the transitions to/from the kernel (still marked as
supervisor-only, of course):

- the IDT (RO)

- three pages of kernel text in the .kutext section for interrupt, trap,
and syscall trampoline code (RX)

- one page of kernel data in the .kudata section for TLB flush IPIs (RW)

- the lapic page (RW, uncachable)

- per CPU: one page for the TSS+GDT (RO) and one page for trampoline
stacks (RW)

When a syscall, trap, or interrupt takes a CPU from userspace to kernel the
trampoline code switches page tables, switches stacks to the thread's real

kernel stack, then copies over the necessary bits from the trampoline stack.
On return to userspace the opposite occurs: recreate the iretq frame on the
trampoline stack, switch stack, switch page tables, and return to userspace.

mlarkin@ implemented the pmap bits and did 90% of the debugging, diagnosing
issues on MP in particular, and drove the final push to completion.

Many rounds of testing by naddy@, sthen@, and others

Thanks to Alex Wilson from Joyent for early discussions about trampolines
and their data requirements.

Per-CPU page layout mostly inspired by DragonFlyBSD.

Even with extensive testing by developers, editors@ are sure more testing would be welcome. So grab a snapshot (if
they're from February 22nd or later, they should contain the diff) and see how this behaves in your environment!

@2018/02/21 https://undeadly.org/cgi?action=article;sid=20180221201856
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Hash: SHA512

FreeBSD-SA-18:03.speculative_execution Security Advisory

The FreeBSD Project
Speculative Execution Vulnerabilities

core
kernel

2018-03-14

Jann Horn (Google Project Zero); Werner Haas, Thomas
Prescher (Cyberus Technology); Daniel Gruss, Moritz Lipp,
Stefan Mangard, Michael Schwarz (Graz University of
Technology); Paul Kocher; Daniel Genkin (University of
Pennsylvania and University of Maryland), Mike Hamburg
(Rambus); Yuval Yarom (University of Adelaide and Dataé)
All supported versions of FreeBSD.

2018-02-17 18:00:01 UTC (stable/11, 11.1-STABLE)
2018-03-14 04:00:00 UTC (releng/11.1, 11.1-RELEASE-pB)
CVE-2017-5715, CVE-2017-5754

Special Note: Speculative execution vulnerability mitigation is a work
in progress. This advisory addresses the most significant
issues for FreeBSD 11.1 on amdéd4d CPUs. We expect to update
this advisory to include 10.x for amdé64 CPUs. Future FreeBSD
releases will address this issue on i386 and other CPUs.
freebsd-update will include changes on i386 as part of this
update due to common code changes shared between amdé4 and
i386, however it contains no functional changes for i386 (in
particular, it does not mitigate the issue on i386).

For general information regarding FreeBSD Security Advisories,
including descriptions of the fields above, security branches, and the
following sections, please visit <URL:https://security.FreeBSD.org/>.

I. Background
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