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¢ ZOMFET. git pull LEEITHEINGED > 72
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¢ FreeBSD®Dperlld. ¥ X T LICIFA 2 TEL)
¢ pkg TAT B LDV
¢ ¥ AJ(E /usr/local/bin/per]
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§ TE. vulsrepo(at #! /bln/perl

< @u5|360é’/v(c_35ﬁEb\b'C #! /bin/env perl L/'Cjab St
& enva ¥ Y R, FreeBSDELinUXTES |
& ANfeh ol FYaV(-S -P)IF LinuxDEnVICIFHEM > 2. FreeBSDILER
¢ Jetc/rc.conf TERE L TEHEPATHIC /usr/local/bin A& L.
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@ c‘:“ c T‘:’E)@J 73‘“@:‘5 ;AR (3: — ;h' .'.- (fdt : \;b —) 4

a " "?, '

- # fbinfsh
12: eval '(exit $20)' && \
= 3: eval ‘PERL_BADLANG=x; PATH="$PATH:/usr/local/bin:.”; export PERL_BADLANG;\
: 4 exec perl -x -S --“$0” ${1+"$@"“};# if 0; \
5: eval 'setenv PERL_BADLANG x; setenv PATH “$PATH:/usr/local/bin:.”; \ Tl
6: exec perl -x -S -- "$0" $argv:q#'.q Ej‘i
7: #!perl -w *ﬁ
" 8. +push@INC,;$0=~/(*)/s:do(index($1,"/")<02"/$1"$1): die$@if$@_END__+if0 [
8 9. #Don’t touch/remove lines |--8:
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vuls on CentOS

G-amh " T4 S

*E'C‘%Zp/u
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25 Ob FreeBSD 85 2>

CVE'IEilib HYTL% /\,

FEWSDIT, FreeBSDTOVUISEBEE > LA
& Eﬁ'ﬁ’](c
s Cen'chS'

i

Heatmap || Count kd | CVSS Severity ~ CVSS Score ~
N CvelD ~ ScanTime ~ CVSS Severity healthy  Low Medium
CVSS Score Totals
CwelD ~ Family ~ healthy 1 15 35 4 49 5
ScanTime Family Release Packages
ServerName ~ Release ~ centos  7.3.1611 healthy 2 2
healthy 3 3
Platform v PaCkageS v 11.0-RELEASE-D2
mariadb101-client 2 2
i = 2017-03-21T714:00:22+09:00
Container FreeBSD healthy - 16
Summary ~ 11.0-RELEASE-p8 mariadb101-client 6 6
mariadb101-server 3 6 -. -
CVSS (AV) ~
centos 7.3.1611 healthy 2 2
CVSS (AC) ~ healthy 3 3
11.0-RELEASE-p2
mariadb101-client 2 2
CVSS (Au) ~ 2017-03-22T14:00:194+09:00
FreeBSD healthy - 16
CVSS (C) ~ , ‘
11.0-RELEASE-p8 mariadb101-client 6 6
CVSS (l) ~ mariadb101-server 3 6 -. -
centos 7.3.1611 healthy 2 2
CVSS (A) ~
2017-03-24T14:00:21+09:00 11.0-RELEASE-p2 healthy 5
FreeBSD
11.0-RELEASE-p8 healthy
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vuls on CentOS

¢ Hnn? CentOSPscanTL S — \HTBE?
¢ BIZRIFTEL2EL
¢ TH. FLDOS-XDN5(FvulsTscanTE3...
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¢ BHEL®?

Copypright(€) 2016 By HEO SeondNeyong



seirios (b 14

B &> EHENH>TVWBADNWESBIITTLIES W,

1. Target

vuls target machine: CentOS release 5.11

sshd version: OpenSSH_4.3p2, OpenSSL 0.9.8e-fips-rhel5 01 Jul 2008
2. Scanner

FreeBSD 11.0-RELEASE-p7

ssh version: OpenSSH_7.2p2, OpenSSL 1.0.2j-freebsd 26 Sep 2016

LRRET.

I) scanner H 5 ssh monitor@target 95 &, BEHR<. NAT—RKHR&
L CloginTZ 3%

L, wulshs5727txX9%E&, T5—Ht%,

config.toml

[servers.target]
host =000 XKL XXX L XXX
user = "monitor"

Error Messages

time="Feb 14 16:26:24" level=info msg="Detecting 0S of servers... "
time="Feb 14 16:26:24" level=debug msg="Failed to Dial to vul@l, err:
ssh: handshake failed: ssh: unable to authenticate, attempted methods
[none publickey], no supported methods remain, Retrying in
552.330144ms..."

T, Zh, ARENMLWATEES?
Bixdrc, Bldtarget(for ex. CentOS7 & H FreeBSD)IXIES ICENET B,

seios Feb 14

a2 Feb 14
2—%[Emonitor €. sshiZfEELZWIF E. vulsiERIEENGERDOTT LR

seirios b 14
1. Scanner®ConsoleM S{EE U 1-1B8

1.1 ssh monitor@target LT loginT& %,

1.2 vuls scan ULTEM

2. Mac H 5 ssh TscanneriCloginLT, #ZHSEXLLBE
2.1 ssh monitor@target U T login T& %,

2.2 vuls scan ULTHI

seirios b 14
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seirios b 14

H, BUHMLT . BEHEERULTEXY, U LS.

seirios (b 14
BES. id_ed25519h\, authorized_keyshENTWB DM ... (cdited)

seirios b 14
EWEFdTh, TH, 1L1HMNEKBLTWVWADT, sshdDBREDOIMNULTE
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authorized_keys
id_ed25519
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™~ I\/\ac(ar RSA#E & ed25519H % 3
- I\/\ac'(at. ssh-agent &1L\ TL\B...
¢ CentOSDOpenSSHIE... -

ed255191%
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